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Introduction

Quantifying the degree of harm resulting from a data breach can be an inherently difficult task. Access to
sensitive information can be appropriated but not exploited, data can be stolen but not distributed, and
sometimes the digital trail goes cold before the fact of a breach can even be confirmed at all. Establishing an
evidentiary threshold for harm at which notification requirements are triggered, therefore, can prove
unwieldy. As a result, legislative and regulatory regimes generally require companies to mitigate against the

possibility of harm by notifying potential victims before any harm is evidenced.!

The Connecticut courts were recently called upon to address whether a data breach constituted “personal
injury” under a general liability insurance policy where there was no evidence that the stolen data had ever
been accessed by a third party. Last month, the Connecticut Supreme Court affirmed an appellate court
decision holding that a breach alone is not “personal injury” and, additionally, that triggering a notification
statute is not a substitute for a personal injury. This holding will help to inform the ever more frequent

discussions over what constitutes “injury” in the data breach context.

5«

1 The bulk of these requirements are contained in state statutes on the subject, the first of which is California’s “Notice
of Security Breach Act,” which was enacted in 2002 (CAL. C1v. CODE § 1798.29 (2013)). Similar bills addressing
notification have been proposed in Congress, most notably the Data Security and Breach Notification Act of 2015
(H.R.1770, 114 Cong. (2015); see also, e.g., S. 1535, 112th Cong. (2011)), and President Obama expressed support for a
federal law requiring companies to notify victims of breach in his 2015 State of the Union Address (The State of the
Union Address (2015)).
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Recall Total Information Management v. Federal Insurance Company?
A.The Facts

In 2003, IBM entered into a data record storage agreement with Recall Total Information Management, Inc.
(“Recall”), which subcontracted with Executive Logistics, Inc. (“Executive Logistics”) for transportation of
those records. Four years into the contract, 130 data tapes fell out of one of Executive Logistics’ vans near a

highway exit and were taken by an unknown person.

The tapes contained employment-related data for over 500,000 past and present employees of IBM,
including contact information, birthdates, and social security numbers. However, the tapes were not
readable by a conventional computer and, though they were never recovered, there is no evidence that they

were ever accessed after disappearing from the roadside.

IBM promptly notified the persons whose information was contained on the tapes and provided each with
one year’s worth of credit monitoring services. These efforts cost IBM $6 million, which was reimbursed by
Recall after a short negotiation. Executive Logistics, which had general liability and umbrella insurance
policies in place with Federal Insurance Company (the “Insurer”) naming Recall as an additional insured,
gave Recall a promissory note for $6 million and submitted a claim to the Insurer, which was denied. Recall
and Executive Logistics filed suit against the Insurer in Connecticut Superior Court for the denial of
coverage alleging, among other things, breach of contract based upon obligations of the Insurer under the
policies to defend Recall and Executive Logistics against suits and to reimburse them for covered personal
injuries. Though these policies had no explicit cybersecurity or data breach-related provisions and though
they explicitly carved out losses relating to intangible property, Recall and Executive Logistics argued that

the damages suffered in the wake of the breach fit within the general liability coverage in the policies.

B. The Court’s Ruling

The trial court had granted summary judgment for the Insurer on three issues: (1) the Insurer had no duty
to defend Executive Logistics because the policy only covered “suits,” and the negotiations took place in the
absence of such a suit, (2) the plaintiffs’ losses were not covered under the property damage provision
because the data was “intangible” property, which was carved out of the policy, and (3) the plaintiffs’ losses
were not covered under the personal injury provision of the policy because there had been “no injury to a
person.” After filing a failed motion for rehearing, the plaintiffs appealed to the Connecticut Appellate Court
(the “Court”), which ultimately affirmed the trial court’s grant of summary judgment. The Court’s holding

can be broken down into two sub-parts.3 First, that the loss of the tapes did not constitute personal injury as

2 Recall Total Info. Mgmt., Inc. v. Fed. Ins. Co., 83 A.2d 664 (Conn. App. Ct. 2014), affd per curiam, SC 19291, 2015
WL 2371957 (Conn. May 26, 2015).

3 With regard to the duty to defend, the Court held that, “[o]n the basis of a plain reading of the policy, we cannot
conclude that the term ‘suit’ or phrase ‘other dispute resolution proceeding’ was meant to encompass the mere
negotiations that took place in this case.” (Recall at 671).
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defined in the policy, and second, that triggering the remedial provisions of various state privacy laws did

not constitute personal injury per se.

1. Publication as Injury

The plaintiffs argued that the loss of tapes fell within the policy’s personal injury coverage because the
policy’s definition of personal injury included certain injury caused by the “publication of material that . . .
violates a person’s right to privacy.” Plaintiffs based their argument on the definition of “publication”
imported from the defamation context—roughly translating to “dissemination to a third party”—and
sought to analogize their circumstances to “defamation per se” (in which actual injury does not typically
need to be proven).4 The Court rejected that analogy, declaring that, “[a]s the complaint and affidavits

are entirely devoid of facts suggesting that the personal information actually was accessed, there has been

no publication.”

2. Notification Requirement as Injury

The second part of the Court’s holding dealt specifically with the argument that, if per se harm did not
result from the sort of publication at issue in this case, then the triggering of notice provisions of certain
state statutes constitutes harm instead. Once again, the Court rejected the argument and found no

evidence of harm:

These notification statutes simply do not address or otherwise provide for compensation
from identity theft or the increased risk thereof, they merely require notification to an
affected person so that he may protect himself from potential harm. Accordingly, merely

triggering a notification statute is not a substitute for a personal injury.

Taken with the holding on publication, the court’s ruling on notification essentially closes the door on the
argument that, absent evidence of actual harm or a statute explicitly foregoing such evidence, an injury

has necessarily taken place as a result of a data breach alone.

Recall in the Context of the Current Legal Landscape

The opinion’s treatment of what constitutes injury (and the concomitant requirement of access) supports
the current jurisprudence on the necessity of injury in establishing standing in data breach cases.
Specifically, as in other contexts, standing in a data breach case requires injury that is “concrete,

particularized, and actual or imminent.”5 The Court in Recall was presented with the opportunity to lighten

4 See generally Restatement (Second) of Torts § 570 (2013).
5 Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-61 (1992).
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the burden on plaintiffs to show such injury by allowing them to use publication or the triggering of
notification statutes as per se injury. By focusing on access in this particular factual circumstance, the Court

rejects that opportunity in favor of consistency with existing case law addressing harm.

Indeed, this approach is the one used in the largest data breach cases of recent memory, both to confirm
standing where identifiable harms exist® and to deny it where the harms are merely theoretical.” Without
citing any of these cases or explicitly invoking the law of standing, the Court in Recall has required a
showing of harm consistent with the existing case law that addresses data breaches in contexts other than

insurance disputes.

Given that cybersecurity law is in its infancy, the landscape may shift. Companies should review their
cybersecurity-related policies (insurance and otherwise) and engage counsel early in the event of any breach

to ensure compliance with and utilization of the latest case law on the subject.

If you have any questions or would like additional information, please do not hesitate to contact any

member of the Firm’s Privacy and Cybersecurity Practice.

The contents of this publication are for informational purposes only. Neither this publication nor the lawyers who authored
it are rendering legal or other professional advice or opinions on specific facts or matters, nor does the distribution of this
publication to any person constitute the establishment of an attorney-client relationship. Simpson Thacher & Bartlett LLP
assumes no liability in connection with the use of this publication. Please contact your relationship partner if we can be of
assistance regarding these important developments. The names and office locations of all of our partners, as well as our
recent memoranda, can be obtained from our website, www.simpsonthacher.com.

® In re Target Corp. Customer Data Security Breach Litig., 2014 WL 7192478 (D. Minn. December 18, 2014).
" In re Barnes & Noble Pin Pad Litig., 2013 WL 4759588 (N.D. IlI. Sept. 3, 2013).
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