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Key Takeaways

e The case reflects the SEC’s continued focus on accurate disclosures and robust disclosure controls in

connection with cyber incidents.

e Warning that an event (such as a cyber incident) “may” occur will not suffice when that event has

already occurred.

e Sound disclosure controls require that those responsible for disclosure decisions have before them

all of the relevant information.

On August 16, 2021, the SEC announced that Pearson plc agreed to pay $1 million to settle administrative charges
that it provided investors with inaccurate information regarding a 2018 cyberattack that resulted in the theft of
millions of student records and failed to maintain adequate disclosure controls and procedures regarding such
incidents. The charges signal that the SEC continues to focus on the need for public companies to provide accurate

information about cyber-related events and data privacy.

Pearson, a U.K.-based educational publishing firm that provides services to schools and universities, suffered a
data breach relating to millions of student accounts and records, along with the administrator login credentials of
thousands of schools, districts and universities. According to the SEC’s order, the company characterized the
“[rlisk of a data privacy incident” as hypothetical in its 2019 Form 6-K (consistent with the company’s prior Forms
6-K) when it knew that a data breach had occurred months earlier. The order states that upon learning of the
breach, and in advance of issuing the Form 6-K, Pearson had created an incident management response team and
had retained a third-party consultant to investigate the breach, but did not modify the language in its Form 6-K or

otherwise issue a public statement regarding the incident.

The SEC found that Pearson only disclosed the breach after it was contacted by the media, and did so in a manner
that understated both the nature and scope of the breach. Among other things, Pearson stated that the breach may
have included dates of birth and email addresses of students when it knew that such data had in fact been stolen;
failed to disclose that the breach involved millions of rows of student data; and omitted that data was removed

from its server rather than just having been viewed. The order further found that Pearson stated that it had “strict
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protections” in place and had “found and fixed the vulnerability” when the server had been accessed through a

“critical vulnerability” and Pearson did not remedy the weaknesses for six months after learning of the breach.

Finally, the SEC order found that Pearson’s disclosure controls were not reasonably designed to ensure that

personnel with authority for disclosure decisions had all of the relevant information regarding the data breach.

Cases involving disclosures that depict risks, events, or conflicts of interest as something that “may” or “might”
occur when in fact they are known to have occurred have long been a staple of the SEC’s enforcement program—
and they provide a straightforward basis for the type of negligence-based disclosure charges at issue here. The
Pearson settlement is in keeping with this established principle, and reflects the SEC’s continued focus—going
back to the creation of the Cyber Unit in 2017, the Yahoo! disclosure settlement in 2018 and continuing more
recently in June 2021 with the First American Financial Corporation disclosure controls settlement—on the

adequacy of cyber disclosures and related controls.
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The contents of this publication are for informational purposes only. Neither this publication nor the lawyers who authored it are
rendering legal or other professional advice or opinions on specific facts or matters, nor does the distribution of this publication to
any person constitute the establishment of an attorney-client relationship. Simpson Thacher & Bartlett LLP assumes no liability in
connection with the use of this publication. Please contact your relationship partner if we can be of assistance regarding these
important developments. The names and office locations of all of our partners, as well as our recent memoranda, can be obtained
from our website, www.simpsonthacher.com.
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