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On April 16, 2019, the Office of Compliance Inspections and Examinations (“OCIE”) of the U.S. Securities
and Exchange Commission (“SEC”) issued a Risk Alert (the “Risk Alert”)? highlighting OCIE’s observations
of common compliance issues relating to Regulation S-P (“Reg S-P”). Reg S-P is the primary SEC rule
governing the privacy notices and privacy protection policies of registered investment advisers and broker-
dealers (“Registrants”).2 This Risk Alert follows multiple SEC cybersecurity initiatives aimed at assessing
Registrant cybersecurity preparedness.3 Below is a summary of the Reg S-P compliance issues identified in

the Risk Alert and some key takeaways for Registrants.4

Risk Alert

The Risk Alert focuses primarily on Reg S-P’s requirements for Registrants to deliver privacy notices to
“customers” and to adopt policies and procedures for safeguarding customer records and information.5

1 Tnvestment Adviser and Broker-Dealer Compliance Issues Related to Regulation S-P — Privacy Notices and Safequard
Policies, SEC OCIE Risk Alert (Apr. 16, 2019).

2 17 C.F.R. 88§ 248.1 — 248.31-248.100 app. A.

3 Most recently, OCIE published a summary of the OCIE staff’s observations from the “Cybersecurity 2 Initiative,”
following examinations of 75 Registrants to assess cybersecurity preparedness. The “Cybersecurity 2 Initiative” focused
on: (1) governance and risk assessment; (2) access rights and controls; (3) data loss prevention; (4) vendor management;
(5) training; and (6) incident response. See Observations from Cybersecurity Examinations, National Exam Program
Risk Alert, Volume VI, Issue 5 (Aug. 7, 2017).

4 This Risk Alert reflects issues identified in deficiency letters from broker-dealer and investment adviser exams completed
during the past two years. The Risk Alert does not discuss all types of deficiencies or weaknesses related to Reg S-P that
have been identified by OCIE staff.

5 Reg S-P defines “customer” to mean a “consumer” that has a “customer relationship” with a financial institution, and
defines “customer relationship” to mean a continuing relationship between a “consumer” and a financial institution and
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Privacy Notices

Reg S-P requires a Registrant to provide a clear and conspicuous notice to its customers that accurately
reflects its privacy policies and practices, generally no later than when a Registrant establishes a customer
relationship.® OCIE staff observed Registrants that failed to provide these initial privacy notices as well as
Registrants that provided initial privacy notices but failed to accurately reflect their policies and procedures

in such initial privacy notices.

Policies and Procedures

Under Reg S-P, Registrants must adopt written policies and procedures that address administrative,
technical, and physical safeguards for the protection of customer records and information. OCIE staff
asserted that certain Registrants failed to adopt written policies and procedures as required under Reg S-P.
OCIE staff also noted that the written policies and procedures some Registrants did adopt either lacked

sufficient safeguards or were not properly implemented.

Notably, OCIE staff observed that Registrant policies and procedures were not reasonably designed to
safeguard customer information on personal devices, did not address the inclusion of customer personally
identifiable information (“PII”) in electronic communications, and did not prohibit employees from
accessing unsecure networks and locations outside of the Registrant’s network when sending or accessing
PII. In addition, the staff noted that certain Registrants did not train employees on encryption methods and

other safeguards for protecting customer information.

OCIE staff also observed a failure on the part of some Registrants to adequately monitor and maintain PII in
secure locations, to properly inventory all systems on which PII was maintained, and to prevent the misuse
or mishandling of customer login credentials. The staff further noted a failure on the part of some
Registrants to adopt incident response plans that prescribe actions required to address a cybersecurity

incident and set processes for assessing system vulnerabilities. Finally, the staff observed that certain

includes an individual who has a brokerage account with a broker-dealer or an advisory contract with an investment
adviser (whether written or oral). 17 CFR §§ 248.3(j)-(k). The term “consumer” means an individual who obtains from
a financial institution financial products or services that are to be used primarily for personal, family, or household
purposes, or the legal representative of such an individual. 15 U.S.C. § 6809(9).

6 Reg S-P also requires a Registrant to provide an annual privacy notice to a customer where the Registrant either (1)
shares non-public personal information about the customer for certain purposes that trigger the customer’s statutory
right to opt out of such information sharing or (2) has changed its policies and practices with regard to disclosing non-
public personal information from the policies and practices that were disclosed in its most recent privacy notice. In
addition, Registrants that share non-public personal information about a customer with a non-affiliated third party must
deliver a notice to the customer that explains the right to opt out of some disclosures of such information, subject to
certain important exceptions; for example, a Registrant’s disclosure of non-public customer personal information with
its attorneys, accountants, and auditors does not trigger an opt-out notice requirement.
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Registrants failed to follow their own policies and procedures regarding outside vendors and failed to restrict

former employees from accessing customer information following their departure from the firms.

Key Takeaways for Investment Advisers and Broker-Dealers

For the past few years, the SEC staff has been focused on cybersecurity and the attendant risks associated
with a failure to implement policies and procedures reasonably designed to safeguard customer records and
information. Registrants should consider this Risk Alert to be a strong signal of the SEC’s intent to continue
to focus on this area. In response, Registrants should review their current privacy protection and
cybersecurity policies and procedures and assess whether any enhancements should be made in light of the

compliance issues identified in the Risk Alert.

For further information, please contact one of the following members of the Firm.

NEW YORK CITY WASHINGTON, D.C.
Michael W. Wolitzer David W. Blass
+1-212-455-7440 +1-202-636-5863
mwolitzer@stblaw.com david.blass@stblaw.com
Allison Scher Bernbach

+1-212-455-3833
allison.bernbach@stblaw.com

Meredith J. Abrams
+1-212-455-3095
meredith.abrams@stblaw.com

Manny M. Halberstam
+1-212-455-2388
manny.halberstam@stblaw.com

The contents of this publication are for informational purposes only. Neither this publication nor the lawyers who authored
it are rendering legal or other professional advice or opinions on specific facts or matters, nor does the distribution of this
publication to any person constitute the establishment of an attorney-client relationship. Simpson Thacher & Bartlett LLP
assumes no liability in connection with the use of this publication. Please contact your relationship partner if we can be of
assistance regarding these important developments. The names and office locations of all of our partners, as well as our
recent memoranda, can be obtained from our website, www.simpsonthacher.com.
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