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On April 29, 2015, the newly-formed Cybersecurity Unit of the Criminal Division of the Department of
Justice (“D0OJ”) issued guidance on best practices for organizations to protect against and respond to data
breaches and other cybersecurity risks.! As announced by Assistant Attorney General Leslie R. Caldwell at an
inaugural invitation-only industry roundtable in Washington, D.C. that day, the publication will be a living
document updated over time as part of the DOJ’s efforts to “elevate cybersecurity efforts” and “build better

channels of communication with law enforcement.”2

The publication, titled “Best Practices for Victim Response and Reporting of Cyber Incidents,” is the DOJ’s
first published guidance on cybersecurity. While it was drafted with smaller organizations in mind, its
lessons apply to companies of all sizes. The bulk of the DOJ’s guidance focuses on developing an appropriate
incident response plan and executing that plan when a data breach or other cybersecurity incident occurs.3
The DOJ also gives helpful tips on what not to do following a breach and exhorts companies to remain

vigilant after an attack to prevent similar occurrences in the future.

1 See Cybersecurity Unit, Computer Crime & Intellectual Property Section, Criminal Division, U.S. Dept. of Justice,
Best Practices for Victim Response and Reporting of Cyber Incidents (April 2015). The Cybersecurity Unit was
formed in December 2014 “to serve as a central hub for expert advice and legal guidance regarding how the
criminal electronic surveillance and computer fraud and abuse statutes impact cybersecurity.” U.S. Dept. of
Justice, Cybersecurity Unit (accessed May 8, 2015).

2 Office of Public Affairs, U.S. Dept. of Justice, Assistant Attorney General Leslie R. Caldwell Delivers Remarks at
the Criminal Division’s Cybersecurity Industry Roundtable (April 29, 2015).

3 As explained in the Verizon 2015 Data Breach Investigations Report, a cybersecurity incident is “any event that
compromises the confidentiality, integrity, or availability of an information asset,” while a “data breach” is “any
incident that resulted in confirmed disclosure (not just exposure) to an unauthorized party.”
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1. What to Do Before a Breach Occurs

The DOJ advises organizations to develop an incident response plan now, before a cybersecurity incident
occurs. Citing the “excellent guidance” of the Cybersecurity Framework published by the National Institute

of Standards and Technology,* the DOJ recommends that an organization:

¢ Identify its “crown jewels”—its data, assets or services that merit the most protection;

¢ Develop, test and keep up-to-date an actionable incident response plan that describes specific, concrete

steps the organization will take in response to a cybersecurity incident or data breach;

e Have in place (or keep readily available) the technology and tools necessary to respond to a cybersecurity
incident, including data back-ups, intrusion detection capabilities and data loss prevention and filtering

services;

e Monitor systems communications after obtaining users’ prior consent, such as through network warnings,

workplace policies or other written acknowledgements;

o Ensure it has legal counsel on hand that is well-acquainted with technology and knowledgeable about

relevant privacy and cybersecurity laws;

e Maintain proper personnel and information technology (“IT”) policies to minimize the risk of “insider

threats”;

o Establish a point-of-contact at a local federal law enforcement office, such as a Federal Bureau of
Investigation (“FBI”) field office; and

o Form relationships with applicable cyber information sharing organizations, such as the Information

Sharing and Analysis Centers for companies engaged in sectors of critical infrastructure.

II. How to Respond to a Breach: Putting the Incident Response Plan Into
Action

As detailed in the DOJ’s publication, an effective incident response plan not only lays out the procedures for
managing a breach, but also provides how the organization will continue to operate while responding to such

breach. Once an intrusion occurs, the victim organization should:

o Assess the nature of the incident and determine whether it is a malicious act or simply a system glitch;

o Take steps to minimize ongoing damage, such as by rerouting and/or blocking network traffic and

isolating some or all of the compromised network;

4 See National Institute of Standards and Technology, Framework for Improving Critical Infrastructure
Cybersecurity (February 12, 2014).
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¢ Collect information and evidence regarding the cybersecurity incident, including making an exact copy (or
“forensic image”) of the affected hard disk, preserving logs of network activity, recording ongoing

malicious activity and keeping detailed records of all response measures taken by the organization; and
¢ Notify:

- relevant internal personnel, including senior management, IT personnel, public affairs officers and

counsel;

- law enforcement, including the FBI, Secret Service and/or the Department of Homeland Security, if

criminal activity is suspected;
- customers, in accordance with state data breach notification laws; and

- other potential victims, such as another company whose data was also stored on the compromised

network.
ITII. What Not to Do After a Breach

The DOJ counsels organizations to avoid using the compromised security network as much as possible. If an
organizations must use the system, the DOJ suggests that it encrypt its communications. Finally, the victim
organization should not respond to a data breach in kind by attempting to access or damage another system

it suspects was involved the cyber attack.
IV. Stay Vigilant After a Breach

Lastly, the DOJ’s guidance urges organizations to continue monitoring their computer systems for
anomalous activity even after a cybersecurity incident seems to be under control. In addition, the DOJ
recommends that a victim organization conduct a post-incident review of its response to the incident, and

address any deficiencies the incident uncovered.
Conclusion

As Attorney General Loretta Lynch remarked at the April 29 roundtable, the government and private
industry have “a mutual and compelling interest in developing comprehensive strategies for confronting this
threat [of theft of consumer information and valuable intellectual property,] and it is imperative that our
strategies evolve along with those of the hackers searching for new areas of weakness.”s The DOJ’s guidance
confirms that one of the first steps in addressing these challenges is developing, maintaining and testing an

incident response plan that will allow organizations to appropriately respond—and evolve—in line with

5 . . . . ..
Office of Public Affairs, U.S. Dept. of Justice, Attorney General Loretta E. Lynch Delivers Remarks at the Criminal
Division’s Cybersecurity Industry Roundtable (April 29, 2015).
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cybersecurity threats. Moreover, an incident response plan enables an organization to respond to a potential
data breach quickly, efficiently and calmly and could mitigate the impact of a breach on the company’s

business, including its legal exposure and reputation.

If you have any questions or would like additional information, please do not hesitate to contact any

member of the Firm’s Privacy and Cybersecurity Practice.

The contents of this publication are for informational purposes only. Neither this publication nor the lawyers who authored
it are rendering legal or other professional advice or opinions on specific facts or matters, nor does the distribution of this
publication to any person constitute the establishment of an attorney-client relationship. Simpson Thacher & Bartlett LLP
assumes no liability in connection with the use of this publication. Please contact your relationship partner if we can be of
assistance regarding these important developments. The names and office locations of all of our partners, as well as our
recent memoranda, can be obtained from our website, www.simpsonthacher.com.
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